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Abstract 
 

Blockchain technology has potential to alter the management of today’s supply chains by increasing supply chain 

transparency and traceability provided through a verifiable ledger of transactions accessible and trusted by the 

participants. This paper identifies recent developments in blockchain-enabled supply chains and creates a 

classification and decision framework for engineering managers to determine which supply chain use cases can benefit 

from blockchains and to recommend which type of blockchains are appropriate. The classification is based on the 

information captured, supply chain attributes, and whether blockchain is an efficiency improver or process enabler. 

We find blockchains are recommended in supply chain management when trustworthy transactional data needs to be 

co-owned and co-operated by multiple entities. 
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1. Introduction  
The complexity of modern supply chains increases the need for trusted data to be shared across a growing number of 

parties [1]. For example, cross-border shipments and omnichannel operations have increased the number of flow paths 

for selling, buying, and returning of goods [2]. In the past, fulfillment was done in-house or through a few contracted 

logistics partners. Today, on-demand distribution and crowdsourced last-mile logistics are more common [3]. 

Additionally, the amount of data collected from supply chain operations has increased exponentially [4]. In this paper, 

we examine how blockchain technology can meet supply chain requirements for achieving trusted transparency and 

traceability and complex data sharing at scale. 

Blockchain technology is a distributed database solution and can be co-owned and co-operated by multiple 

organizations. When multiple parties need to interact, blockchains can store information in a single trusted database 

that can be easily queried, enabling information to be accessible by suppliers, manufacturers, distributors, and retailers 

to make supply chain decisions, such as forecasting, inventory, and recall. This is in contrast to how information is 

stored today - in data silos across supply chain parties, creating operational challenges in data collection and access. 

Given supply chains span multiple entities and boundaries, identifying a single entity to operate such a database and 

requesting all participants to trust it is a fool’s errand. Also, external users (e.g., customers, regulators) often do not 

have a trusted view of the transactions and data across the supply chain. 

A growing area of research is on blockchains in supply chains [5]–[10]. Babich and Hilary [5] link blockchains to the 

operations management research field. They identify blockchain strengths to operations management as visibility, 

aggregation, validation, automation, and resiliency, and blockchain weaknesses to operations management as lack of 

privacy, lack of standardization, garbage in, garbage out, black box effect, and inefficacy. Taking a technology 

adoption perspective, Saberi et al. [11] classify barriers to blockchain adoption in supply chains, Kamble et al. [12] 

applies a technology acceptance model to understand supply chain users’ blockchain perception. An emerging field 

of research is more focused, creating a method for a specific blockchain use case. For example, Tian [13] proposes a 

method to combine blockchains and internet of things (IoT) to reduce fake food products. Other papers focus on 

deployment of blockchain technologies; Al-Jaroodi & Mohamed [14] present a survey of blockchains in a wide range 

of industries, identify benefits specific to different application domains, and the challenges for deployment.   
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We make two main contributions to the research field. The first is a blockchain enabled supply chains (BCeSC) 

classification. We adopt a use case methodology based on supply chain industry implementations of blockchain to 

create our classification, which organizes BCeSC based on the information captured, supply chain attributes, and 

whether blockchain is an efficiency improver or process enabler. The second contribution is creating a decision 

framework that engineering managers could use to determine whether their supply chain application could benefit 

from blockchains, and if so, which type of blockchain is most suited for their supply chain use case.  

2. Blockchain Technology Overview  
A blockchain is (1) a decentralized database (all parties have a copy of it), that (2) is tamper resistant (once a record 

has been validated and added, it can only be changed through consensus), (3) maintains a sequentially growing list of 

verifiable transactions (typically passed through a cryptographic hash function), and (4) does not require a trusted 

party to operate it. Each transaction can be traced to the process of introducing new transactions and verifications are 

not complete until they are grouped in blocks. Blocks are appended to previous blocks after a distributed validation 

process, which requires new blocks to depend on cryptographic elements from previous blocks. Block validation 

requires consensus among distributed peers. The task of a consensus protocol is to achieve agreement among 

distributed peers on the total order of some statements [15], i.e., each peer should, at the conclusion of consensus, see 

the exact same statements in the exact same order. This forms a chronologically ordered chain of encrypted blocks. 

Any information added and validated to the block cannot be altered or removed without consensus. This immutability 

of blockchain data creates a single source of truth for supply chain decisions and keeps participants accountable. 

Three types of blockchains are available, which vary in participants’ access and transaction validation [16]: 

 Permissionless-public blockchains do not deny access to any willing participant (permissionless), is 

publicly readable and anyone can submit transactions to be processed by the blockchain (public). Bitcoin 

and Ether belong to this category. As no trust exists between participants, a strong consensus mechanism is 

required, which creates issues including small transaction throughput and validation latency. While a few 

permissionless-public blockchains can be used for supply chain applications (e.g., Waltonchair, Vechain 

Thor), it is not common because of the absence of control on participation and data input in this type. 

 Permissioned-private blockchains are operated by a single organization of whitelisted participants, 

sacrificing the open membership feature. In supply chain applications, whitelisted participants would likely 

be supply chain partners and regulators/inspectors for regulatory compliance. 

 Permissioned-public blockchains allow only permissioned users to validate a record by participating in 

the consensus process, but do not restrict anyone to read and send transactions for validation. Unrestricted 

reading access and public auditability enable external parties (other than the permissioned users) to verify 

the information recorded in the blockchain while protecting data privacy [17]. Public auditability builds 

trust; a feature missing in permissioned-private blockchains. 

Permissioned blockchains require initial agreement on which parties can participate and what the rules are. Since only 

whitelisted entities participate in permissioned blockchains, the proof of work or other consensus mechanism is not 

needed, resulting in transaction finality with high throughput scalability. However, permissioned blockchains are used 

to increase transactional trust (e.g., an entity may nominally trust another entity as a valid supply chain partner, but 

does not operationally trust every single transaction recorded by the supply chain partner). To provide transactional 

trust and accountability, consensus among decentralized parties is still required to record transactions. 

3. Classification of Use Cases in Blockchain-Enabled Supply Chains 
We employ a use case analysis approach. Theory building from cases is defined by [18] as “A strategy involves using 

one or more cases to create theoretical constructs, propositions, and/or midrange theory from case-based, empirical 

evidence.” We chose this methodology because context is important in understanding which supply chain management 

use cases can benefit from blockchains. The BCeSC use cases (see Table 1) were identified to cover a wide spectrum 

of industries and upstream and downstream parts of the supply chain. Priority was given to use cases that had the most 

data available. Our primary data sources were obtained online, and included recent academic literature, company 

websites, news articles, and media that describe the supply chain implementations of blockchains.   

After a systematic review of BCeSC use cases and benefits, we find the primary supply chain management benefits 

of adopting blockchains are for trusted transparency or traceability. With this perspective, Table 1 classifies use 

cases in three stages. Stage-1 distinguishes whether information captured in the blockchain enables transparency or 

traceability. Transparency is defined as the disclosure of information available to supply chain participants and 

stakeholders [19]. Traceability is defined as information being available “to trace the history, application or location 
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of an object” [20]. Traceability is an enhanced version of transparency and requires connections between the data 

collected and the physical asset or service, like a batch number or unique ID. Traceability data disclosure creates 

transparency, but transparency does not necessarily imply traceability. Traceability data is best captured as time series 

or as sequential data, which is aligned with the ordered structure and timestamping of blockchain platforms. 

We further classify use cases based on who has access to the transparency and/or traceability information. Internal 

transparency is defined as “the extent to which actors within a supply chain have access to or share information 

which they consider as key or useful to their operations and which they consider will be of mutual benefit” [21]. 

External transparency is defined as “the extent to which information about operations and structures of a given 

supply chain is available to a variety of stakeholders other than supply chain partners” [19]. The definitions for internal 

and external traceability are similar to the associated definitions of internal and external transparency, with the added 

requirements that the information captured is transactional or event data, that is at the batch or the instance level. 

Table 1: Applying Our Classification to BCeSC Use Cases 

 

 

Internal transparency and traceability are further classified into whether the information on the blockchain is available 

to a single company or multiple supply chain partners. An internal single company use case represents the situation 

where only one company governs the blockchain platform and has access to the information stored on it. An example 

of this is a company that uses a blockchain platform to collect delivery information from multiple small suppliers. The 

company has access to all the information, whereas suppliers are only data input points and do not have access to the 

data uploaded by others. In other cases, all or selected supply chain partners have access to information in the 

blockchain, e.g., delivery information of upstream echelons, customer orders placed, vendor managed inventory.  

For external transparency and traceability, we further classify who can see the information into end users, regulators, 

and horizontal entities (collaboration/cooperation). When information is made available to end users, the motivation 

is to improve customer trust by sharing data (e.g., sustainability). The second case is when information is required to 

be shared with regulators to ensure quality or ownership management. The third case is horizontal collaboration, in 

which companies active at similar supply chain levels collaborate to increase sector performance and to fulfill 

customer expectations. Horizontal collaboration, which requires transactional trust, can improve transparency and has 

documented benefits such as common auditing procedures or sectoral standards [19].  

Stage-2 classifies blockchain applications according to supply chain complexity, including attributes about scope 

(number of echelons) and scale (number of partners). Transparency and traceability are not new concepts; however, 

achieving them in multi-tier supply chains with a large number of entities is challenging [21], [22]. 

Stage-3 distinguishes the reason for implementing blockchains as either being process enablers where the underlying 

process is infeasible without blockchains, or efficiency improvers. Blockchain technology is a process enabler when 

it is required over current forms of the database and sharing technology.  We argue this occurs when: 

 Trust, immutability, consensus, and resolution of disputes amongst parties are critical. 
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 Trustworthy transparency/traceability data must be shared with a large number of end users. 

 Transparency/traceability data must be collected from and/or shared with a large number of suppliers or 

echelons, and a lack of trust exists. 

Blockchains create trust that no one party can unilaterally change data, and accountability that an entity cannot deny 

data entered earlier. This enables a flexible, efficient, and low fixed cost way to access and enter data, and assurance 

of trust in the data for end users. Many use cases based on these properties either increase transparency upstream (e.g., 

to suppliers who are independent contractors, like farmers and artisans) or downstream to end users. In both cases, the 

participants are a fluid crowd of entities and are not static. Other use cases focus on efficiency improvement, with 

applications for improved payment processing, digitizing manual and paper-based processes, and automating non-

compliance checking and supplier-buyer contracts. Given the complexity of modern supply chain management, there 

is a need for increased automation at every stage. Manual human-in-the-loop processes, which are slow, error-prone, 

and expensive need to be phased in with automated business process orchestration and execution. For this purpose 

many use smart contracts, which are pieces of code triggered based on events reported and agreed to on the blockchain. 

For example, blockchains can capture information (e.g., arrival time of products, rate of throughput per hour) as smart 

contracts, to more accurately monitor service level agreements and process fidelity, measure compliance to contractual 

terms, trigger payments, enforce penalties put in contracts for breaking promises, and can also be used for dispute 

resolutions. Some use cases have implemented blockchains due to existing well-specified, relatively straightforward, 

and cost-effective implementation platforms (e.g., Hyperledger fabric) that have added security measures, built-in 

functionality for incorporating other technologies, and are open sourced.  

This classification allows us to identify that blockchain technology has been proposed for a number of supply chain 

applications, but the use cases are all either for a supply chain with a large number of echelons or a large number of 

participants.  The primary goal of the use cases was to increase supply chain transparency and traceability in situations 

where transactional trust is needed before information will be shared between different supply chain entities. 

4. Decision Framework 
Using existing decision frameworks that focus on the general question of “do you need a blockchain” [16], [23]–[26] 

we create a decision framework specific for supply chain management decisions as shown in Figure 1. Our decision 

tree asks multiple questions to determine whether blockchains are applicable for a given supply chain use case, and 

which type is most appropriate.  In what follows we connect our decision framework to our classification scheme. 

We recommend permissioned-private blockchains for supply chains if entities are known and static, or do not change 

often. This coincides with use cases that require internal transparency or traceability in Stage 1 of our classification.  

For example, Maersk and IBM have a global logistics project to track freight and manage related paperwork required 

for import/export operations [27]. Whitelisted parties - suppliers, customers, logistics companies, ports, banks, and 

government agencies- can share and validate information on the platform to create traceability. A paperless trade 

property securely digitalizes documentation, creating efficiencies in regulatory approval processes by reducing 

document loss, forgery, and document flow between parties [28].  

We recommend permissioned-public blockchains when the supply chain participants are a fluid set of entities, but 

transactions still require validation by major supply chain players, like OEMs. This coincides with use cases that have 

large number of participants in Stage 2 of our classification or require external transparency or traceability to end users 

in Stage 1 of our classification.  As we illustrate in our decision tree in Figure 1, permissioned-public blockchain 

enable transparency and traceability when information is shared with end customers (public auditability/reading) or 

when the set of suppliers are a group of independent operators (sending transaction data). Provenance, an example of 

the latter, links a large number of independent producers like fisheries, farmers, and artisans with customers [29]. 

Another example of participants being a fluid collection of entities includes applications that share information with 

socially conscious end users, who want their purchased products to follow fair trade or sustainable practices. 

Blockchains provide trustable data to consumers about individual suppliers’ practices and compensation, and the set 

of consumers would change over time.  

Blockchains are able to provide additional accountability, creating trust that the data entered has not been altered. An 

example is the Tael (WaBi) blockchain platform, which targets reducing counterfeit consumer goods and increase the 

end customer trust that products have not been tampered. For unique identification, each product is labelled with a 

special single-use RFID tag with anti-copy functionality. Consumers can scan the RFID label with a smartphone to 

validate its authenticity and gain access to product traceability information [30]. This is an example of blockchain 

technology being a process enabler, because to create such trust, the data should be immutable and tamperproof.   
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Figure 1: Decision Framework -  Does your Supply Chain need a Blockchain? If so what Type? 

 

5. Conclusions and Practical Implications 
A blockchain is a distributed database technology that uses consensus and verification mechanisms to create trust that 

no one party can unilaterally enter or change data, and accountability that an entity cannot deny data entered earlier. 

We describe blockchain properties and their applicability to supply chain management, which we see as the potential 

to increase supply chain transparency and traceability. We classify blockchain enabled supply chain use cases 

according to the type of information captured, who has access to information, the scope and scale of the supply chain, 

and the reason for blockchain implementation. This classification identified that blockchain technology has the 

potential to increase supply chain transparency and traceability in situations where transactional trust is needed before 

information will be shared between different supply chain entities. We create a decision flowchart to identify which 

supply chain use cases require blockchains and to recommend appropriate blockchain types. The classification and 

decision framework have important practical implications for professionals interested in understanding whether 

blockchain technology is beneficial for their organization’s use case, and if so, which type of blockchain is 

recommended.  
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